If you need 10Gb/s Ethernet across a full 100-metre copper link, CAT6A is usually the sensible choice. It is
designed to support TOGBASE-T at that distance when the complete channel is installed and tested correctly. That
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“complete channel” qualification matters: a high-grade cable cannot compensate for poor terminations, unsuitable

patch leads, crowded bundles or an unlabelled patch panel.

The decision is not simply about buying the most expensive cable. It is about the life of the installation, the
environment, the equipment at each end and what happens when something fails at 2am. Structured cabling is
physical infrastructure, but it is also part of the network’s security and resilience. A flaky link can take systems

offline, hide traffic from security tools or tempt someone to add an unmanaged switch as a quick fix.

This guide explains what the CAT6A standard offers, when it is worth paying for, and what to check before

committing to 10Gb/s over 100-metre runs.

What does CAT6A deliver?

CAT6A (Category 6A) is specified for TOGBASE-T Ethernet over a channel of up to 100 metres. In a typical
structured cabling design, that means up to 90 metres of permanent link cabling, plus a combined allowance of up
to 10 metres for patch cords. The connectors, patch panels, outlets and cords all contribute to the performance of

the channel.

The "A" stands for augmented. Compared with CAT6, CAT6A has improved performance at the frequencies needed
for 10Gb/s and is designed to manage alien crosstalk: interference from adjacent cables, rather than from pairs

within the same cable. That is particularly relevant in bundled runs, busy risers and dense comms cabinets.

CAT6 may support 10Gb/s over shorter distances, often quoted up to 55 metres in suitable conditions, but its
performance at that rate depends on the installation and alien-crosstalk environment. It is not the straightforward
choice for a guaranteed 100-metre 10Gb/s copper channel. CAT5e is commonly used for 1Gb/s links at up to 100

metres, but it is not the right specification to select for a new 10Gb/s full-distance requirement.

Option Practical fit What to consider CAT5e Commonly suitable for 1Gb/s to 100 metres Do not assume it will
deliver 10Gb/s across a full channel. CAT6 Can support 10Gb/s over shorter distances Full-distance performance
depends on conditions; it is not the dependable default for 100-metre 10Gb/s runs. CAT6A Designed for
TOGBASE-T to 100 metres Requires compatible components, correct installation and certification. Fibre Useful for
longer distances, high bandwidth or electrical isolation Requires suitable optics and often different endpoint

hardware; compare the whole lifecycle cost.

When is CAT6A worth the extra cost?

When 10Gb/s really needs to reach 100 metres

If the design requirement is 10Gb/s over 100-metre runs, CAT6A is the practical copper answer. Choosing CAT6 to
save money and hoping the installed channel performs well enough can leave you with a link that negotiates at a
lower speed, produces errors under load or proves difficult to diagnose. Retrofitting cable through a finished office,

factory or ceiling space can cost far more than specifying the right medium at the start.

That does not mean every desk needs a 10Gb/s port. Check the actual endpoints, applications and uplinks. A
10Gb/s-capable cable does not make a workstation, switch port or server operate at 10Gb/s by itself. Nor does it

remove bottlenecks elsewhere in the path.



When you want useful headroom

Buildings  tend to  outlast  switches and  computers. A  structured  cabling system
https://www.cyberdaily.au/strategy/14271-why-physical-network-infrastructure-is-the-overlooked-foundation-of-
your-cybersecurity-strategy may remain in service through several equipment refreshes. If the installation is
difficult or disruptive to replace, CAT6A can provide headroom for faster access links, server connections or high-

throughput devices later.

It can also make sense where many cables run together. A well-designed CAT6A system is intended to address the
crosstalk challenges that become more significant as cable density increases. The cable route still needs to follow
the manufacturer’s and applicable standards’ requirements; “CAT6A" printed on a jacket is not a guarantee of a

compliant channel.

When the environment supports copper

CAT6A can carry power as well as data where suitable Power over Ethernet (PoE) equipment and cabling are used.
That can be useful for access points, phones, cameras and other devices. However, higher-power PoE and large
bundles need careful thermal and installation consideration. Check the cable specification, bundle size, route,
ambient temperature and equipment requirements rather than assuming every cable installation is

interchangeable.

When might CAT6A not be the right answer?

For a link longer than 100 metres, fibre is generally the appropriate option. Fibre is also worth considering where
you need electrical isolation, have challenging electromagnetic conditions, or are connecting separate buildings
where differences in earth potential and lightning exposure need to be managed. Copper between buildings can

introduce risks that fibre avoids, although the overall design still needs proper protection and grounding practices.

Fibre may also be preferable for a backbone or an upgrade path where very high bandwidth is expected. Compare
the full system: cable, transceivers, switch ports, installation, testing and support. A fibre link is not automatically
cheaper, just as CAT6A is not automatically excessive. The right answer depends on distance, endpoints,

environment and future plans.

On the other hand, if your installed CAT6 channel is short, tested and meets the intended performance, replacing
it just because CAT6A is newer may not be justified. Measure and document what is there before launching a
recabling project. A label maker and a cable tester are cheaper than replacing a sound installation on assumption

alone.

Installation quality makes or breaks the result

For CAT6A to deliver the expected performance, every part of the channel needs to be suitable and installed
correctly. That includes the horizontal cable, patch panels, outlets, connectors and patch leads. Mixing components

without checking their category rating can undermine the whole link.

* Respect the distance budget. Plan for the permanent link and patch cords together, rather than treating the

100-metre limit as 100 metres of fixed cable plus whatever leads are convenient.

¢ Use competent termination and handling. Avoid excessive untwisting, tight bends, crushed cable, over-

tightened ties and poorly fitted connectors.

* Plan routes and bundles. Consider separation from sources of electrical interference and the effect of dense

cable bundles. Follow the system manufacturer’s guidance.



* Specify the whole system. Match patch panels, outlets and leads to the required category and intended use.

* Test and retain the results. Require certification against the relevant cabling performance limits, not just a

basic continuity check.

* Label both ends. Document the outlet, patch-panel port, route and destination. Mystery cables are a security

smell as well as an operational nuisance.

A link light only says that devices have established a connection. It does not prove that the channel meets CAT6A

performance requirements or will remain stable under load. Certification gives you a baseline for troubleshooting

and future changes.

Physical infrastructure is part of cybersecurity

It is tempting to treat cabling as “just plumbing” and security as a software or firewall problem. That separation is
misleading. Physical infrastructure carries the traffic on which identity controls, monitoring, segmentation and
incident response depend. A damaged or poorly documented link can become a security problem as well as an
outage.

Physical layer faults create outages, but they can also create security blind spots. A link that repeatedly drops may
cause devices to reconnect through a different port or path. An undocumented patch may connect a device to the
wrong network. A temporary unmanaged switch can quietly extend a trusted network into an area where it was
never intended to reach. During an incident, unclear port and cable records slow down containment and make it

harder to establish what was connected where.

Good structured cabling supports good security operations. Clear labels, controlled comms-room access,
documented port assignments and tested links help teams trace a device from its physical location through the
switching layer to the policies that apply. That is useful when investigating an alert from endpoint detection

platforms or confirming whether a suspicious device is on the expected segment.

Segmentation needs capable switching and correct design



Cabling alone does not create segmentation. VLANSs, access controls and routing policy are implemented through
network equipment and its configuration. Segmentation depends on capable, appropriately managed switching
and a correct design that defines which devices should communicate, through which paths and under what

controls.

For example, a Cisco enterprise switch, a Garland network TAP or aggregation product, and a MOXA industrial
switch can each have a place in a network design, but they are not interchangeable products. Select equipment for
its role, management model, environmental rating, security features and support lifecycle. In OT environments,
confirm that the design accounts for availability, protocol requirements and safe change windows as well as

corporate IT needs.

Firewalls can enforce boundaries between networks, but they cannot make up for an uncontrolled physical
topology or a switch configuration that places devices in the wrong VLAN. Likewise, endpoint detection platforms
can provide valuable visibility on supported hosts, but they do not replace network monitoring or sound access-
layer design. Security controls work best when the physical links, switching, routing and monitoring all agree about

where traffic belongs.

How does this relate to ACSC guidance?

ACSC guidance emphasises foundational security practices such as managing assets, controlling access, reducing
unnecessary connectivity, monitoring systems and maintaining secure configurations. Those measures rely on a
network that can be understood and managed. A cabling specification is not a substitute for applying ACSC

guidance, but solid network foundations make it more practical to implement and verify security controls.

If asset records do not map to switch ports, if patching is undocumented, or if faults prompt improvised
connections, it becomes harder to know what is on the network and whether controls are working as intended.
Treating structured cabling as part of the security architecture supports clearer asset ownership, more reliable

segmentation and faster incident response.

A practical decision checklist



1. Confirm the requirement. |s 10Gb/s needed at the endpoint, or is it a future aspiration? What are the actual

distances and traffic demands?

2. Compare copper and fibre. Consider the route, environment, electrical isolation, endpoint interfaces and

total lifecycle cost.

3. Specify a complete channel. Define cable, outlets, patch panels and patch cords, not merely a cable
category.

4. Check the installation plan. Review bends, pathways, bundles, PoE use, cabinet space and future expansion.

5. Plan the switching and security design. Confirm port speeds, VLANSs, access controls, firewall boundaries

and monitoring requirements.

6. Require certification and documentation. Keep test results, cable schedules, port maps and clear labels for

operations and incident response.

7. Ask the 2am question. If a link fails, can the on-call engineer identify both ends, locate the right patch-panel

port and isolate the fault without guessing?

The verdict

For a new copper installation that must deliver 10Gb/s over 100 metres, CAT6A is generally worth it. It is the
category designed for that full-distance TOGBASE-T use case, and it reduces the risk of discovering later that a
cheaper specification cannot meet the real requirement. The value is strongest when cable replacement would be

disruptive and the system is installed, certified and documented as a complete channel.

But CAT6A is not a security control by itself, and it is not always better than fibre. Choose the medium to suit the
distance and environment, then treat the physical layer as part of the wider network architecture. Reliable cabling,
capable switching, sound segmentation, firewalls and endpoint detection platforms all have different jobs. When
they are designed together—and the patch panels are labelled—the result is easier to secure, troubleshoot and
support.



